§2.29

and Limited Official Use information
also be accounted for. If any Top Se-
cret or Secret classified items are left
with the office being visited for its re-
tention and use, the individual shall
obtain a receipt.

[66 FR 1644, Jan. 17, 1990, as amended at 55
FR 50321, Dec. 6, 1990]

§2.29 Telecommunications and com-
puter transmissions.

Classified information shall not be
communicated by telecommunications
or computer transmissions except as
may be authorized with respect to the
transmission of classified information
over authorized secure communica-
tions circuits or systems.

§2.30 Special access programs [1.2(a)
and 4.2(a)].

Only the Secretary of the Treasury
may create or continue a special access
program if:

(a) Normal management and safe-
guarding procedures do not limit ac-
cess sufficiently; and

(b) The number of persons with ac-
cess is limited to the minimum nec-
essary to meet the objective of pro-
viding extra protection for the infor-
mation.

§2.31 Reproduction controls [4.1(b)].

(a) Top Secret documents, except for
the controlled initial distribution of
information processed or received elec-
tronically, shall not be reproduced
without the consent of the originator.

(b) Unless restricted by the origi-
nating agency, Secret, Confidential
and Limited Official Use documents
may be reproduced to the extent re-
quired by operational needs.

(c) Reproductions of classified docu-
ments shall be subject to the same ac-
countability and controls as the origi-
nal documents.

(d) Paragraphs (a) and (b) of this sec-
tion shall not restrict the reproduction
of documents to facilitate review for
possible declassification.

§2.32 Loss or possible compromise
[4.1(b)].

(a) Report of Loss or Possible Com-
promise. Any Treasury employee who
has knowledge of the loss or possible
compromise or classified information
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shall immediately report the cir-
cumstances to their designated office
or bureau security officer who shall
take appropriate action to assess the
degree of damage. In turn, the Depart-
mental Director of Security shall be
immediately notified by the affected
office or bureau security officer of such
reported loss or possible compromise.
The Departmental Director of Security
shall also notify the department or
agency which originated the informa-
tion and any other interested depart-
ment or agency so that a damage as-
sessment may be conducted and appro-
priate measures taken to negate or
minimize any adverse effect of the loss
or possible compromise. Compromises
may occur through espionage, unau-
thorized disclosures to the press or
other members of the public, publica-
tion of books and treatises, the known
loss of classified information or equip-
ment to foreign powers, or through
various other circumstances.

(b) Inquiry. The Departmental Direc-
tor of Security shall notify the Assist-
ant Secretary (Management) who shall
then direct an immediate inquiry to be
conducted for the purpose of taking
corrective measures and assessing dam-
ages. Based on the results of this in-
quiry, it may be deemed appropriate to
notify the Inspector General who shall
determine whether the Office of the In-
spector General or a Treasury bureau
will conduct any additional investiga-
tion. Upon completion of the investiga-
tion by the Inspector General, the In-
spector General shall recommend to
the Assistant Secretary (Management)
and concurrently to the Departmental
Director of Security, the appropriate
administrative, disciplinary, or legal
action to be taken based upon jurisdic-
tional authority of the Treasury com-
ponents involved.

(c) Content of Damage Assessments. At
a minimum, damage assessments shall
be in writing and contain the fol-
lowing:

(1) Identification of the source, date
and circumstances of the compromise.

(2) Classification and description of
the specific information which has
been lost.
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